The following information was posted to the DSCC Message of the Day on September 20, 2000.  It may be helpful when deciding whether you should use your Government purchase card to buy supplies over the Internet.

SAFEGUARDING CREDIT CARD INFORMATION SENT OVER THE INTERNET:

Guidance regarding how to reduce risks that your card number and associated information is protected from unauthorized disclosure/use when using credit cards in connection with personal purchases over the Internet:

1. Credit card numbers are sensitive information which should not be provided across the Internet except where protected/encrypted using Secure Socket Layer (SSL).  Both the Netscape browser and the Internet Explorer browser indicate via a locked padlock icon that SSL is in use.

2. Even where SSL is used, buyers and other providers of sensitive information across the Internet should attempt to verify the identity of the actual site being accessed.  This is accomplished by checking the web site’s server certificate.  In the Netscape browser, click on the Security icon, which brings up a page of security information, including an option to view the certificate of the secure server.  In Internet Explorer use File->Properties​->Certificates.  The user should view the certificate and note the owner, the issuer, and the expiration date.  The name of the company or organization to whom the certificate belongs should be consistent with who the user thinks he/she is dealing with, not a fake.  The certificate should not be expired.  The name of the issuer should be a known certificate authority such as the U. S. Government or Verisign/RSA Data Security Inc.

3. Users should attempt to use the highest quality encryption/cipher strength available.  Currently this is 128-bit, often referred to as US or domestic grade.  Users can determine the grade supported by their browser by accessing Help->About while in either type of browser.

4. While the above considerations are necessary for secure web transactions, users should not necessarily consider them sufficient.  Organizations maintaining “secure’ web servers must also, for example, construct their web application programs in a secure manner and protect the data base containing credit card and other sensitive information they obtain.  Issues related to these other aspects of web security are outside the scope of this message, but are mentioned in passing in the event anyone has heard that credit card numbers have been stolen from supposedly secure servers.

